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Abstract: In this paper we mostly concentrated on different security issues and security controls in
cloud. Cloud security basically not any application software that can be offered or given as cloud
based. We can say that it is one of important service provided by “The Cloud”. Hence We can argue
that “Security as a service” usually refers to security services provided by a third party using the
other service model, but there’s a compelling set of capabilities that enables companies large and
small to be both effective, efficient and cost-manageable as we embrace the “new” world of highly
distributed applications, content and communications.1 As with virtualization, when we discuss
“security” and “cloud computing,” any of the three services often are conflated such as Software as a
service (SaaS). Platform as a service (PaaS). Infrastructure as a service (IaaS). There are a lot of
securities issues/concerns associated with cloud computing. Security issues are mostly divided into
two groups. Security issues faced by cloud providers that provide different services to the customer
and security issues faced by their customers.
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INTRODUCTION
Cloud computing security (sometimes referred to simply as "cloud security") is an evolving subdomain of computer security, network security, and, more broadly, information security. It
refers to a broad set of policies, technologies, and controls deployed to protect data,
applications, and the associated infrastructure of cloud computing.
"Cloud computing" as "the logical computational resources (data, software) accessible via a
computer network (through WAN or Internet etc.), rather than from a local computer.
Managing local computers is hard: there are security issues, computer lifecycle issues,
accessibility issues. Cloud computing, ideally is easy: use it and leave it, access your data from
anywhere over world. To end users, whether individuals or companies, "the cloud" is an
abstraction, a computing environment that can expand to suit users' needs.
Basically, Cloud computing is a model for enabling convenient, on-demand network access to a
shared pool of configurable computing resources (e.g., networks, servers, storage, applications,
services) that can be rapidly provisioned

FIG.1 Visual Model of Cloud Computing
and released with minimal management effort or service provider interaction. There is different
cloud models, deployment models used for security purpose.
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CONTROLS
There are different types included in cloud controls that are classified as follows:
• Corrective controls
As a result, Corrective Controls are all about reducing the Impact of the exploited Vulnerability
rather than preventing them from happening in the first place. The key point here is that the
attack has already begun and all we can do is limit the severity of it.
Looking at the Impact assessment, it is entirely dependent on the number of Information Assets
that are exposed. The goal of the Corrective Control, therefore, should be to reduce the
quantity of Information Assets that are exposed. This will be entirely dependent on the nature
of the Vulnerability, however something as simple as terminating the associated users session
may be enough to limit the number of records they were able to steal or modify.


Deterrent Controls

Deterrent Controls are that they do not attempt to fix the associated Vulnerability; they just
attempt to make it occur less frequently. The goal of a Deterrent Control is to reduce the
likelihood of a Vulnerability being exploited without actually reducing the exposure.
Deterrent controls are used in phishing attack, which is completely outside of the control of
the target company, is successful by increasing the awareness of its customers. Similarly, for
internal facing threats, including black lists of known malware sites and so forth can reduce the
likelihood of staff being exposed to these kinds of threats. There are many tips on the OWASP
phishing page on how to address phishing type threats, where your only options are deterrent
controls.[5]


Detective controls

Detective controls are measures a company uses to identify irregularities so they can be
corrected, ideally as promptly as possible. The counter to detective controls are corrective
controls, which are measures to prevent problems from occurring in the first place.
There are a lot of detective controls can include triggers for certain types of activity, such as
warning alerts that will show up when people engage in financial transactions that appear
irregular. If a department always issues a check to the same vendor for the same amount, a
sudden change might be a cause for concern, and a detective control could be set up to notify
the accounting department when variations like this occur so they can find out what happened
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Preventative controls

Preventative security controls are put into place to prevent intentional or unintentional
disclosure, alteration, or destruction (D.A.D.) of sensitive information. Some example
preventative controls follow:
• Policy – It will restrict the unauthorized network connections.
• Firewall – In the firewall, unauthorized
Connections are blocked.
• Locked wiring closet – It is used to prevent unauthorized equipment from being physically
plugged into a network switch.[6]

Fig 2.Cloud Security Controls
NEW SECURITY ISSUES


Lack of Auditability

One of the most negative aspects of cloud computing is its ability, or lack thereof, to allow for
adequate auditability and to ensure regulatory compliance issues are being addressed. It might
surprise some unbelieves that a significant portion of the SaaS community is comfortable with
what their service providers offer in that regard.
Audit and compliance issues can vary depending on the type of cloud computing you're
considering or implementing. For example, infrastructure-as-a-service generally allows for more
control on the part of the customer. On the other hand, software-as-a-service locks down
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processing on the vendor's site, application features are mostly standard, and customization is
generally limited.


Regulatory Compliance

Cloud computing makes it harder for enterprises to be sure they're complying with industry and
government regulations. IT and legal experts offer CIOs advice on how to stay in compliance
even when their applications reside in the cloud.
Compliance covers a lot of ground, from government regulations such as Sarbanes-Oxley and
the European Union Data Protection Act, to industry regulations such as PCI DSS for payment
cards and HIPAA for health data. You may have internal controls in place, but moving to a
public-cloud infrastructure platform, a cloud-based application suite or something in between
will mean giving up some controls to the cloud vendor.[8]


No Security Perimeter

Today's managed security service providers (MSSPs) essentially offer perimeter security
management outsourcing. Customers still have to buy and deploy in-premise security
equipment such as firewalls, IPD, IDS and the rest. The tedious day to day management and
continuous policy process is delegated to the cloud, but the security boxes remain. From that
standpoint, today’s managed security services fall short from moving the infrastructure cost
and complexity of perimeter security to the cloud.


Larger Attack Surface

Attack Surface is a measure of how potentially vulnerable a piece of software is. It enumerates
the entry points and associated code a malicious user could employ to exploit the
software. Examples would be open sockets, RPC entry points, and even the number of web
applications hosted inside a web server more programs that are running, the more program
code is exposed to malicious users finding vulnerabilities.


Accountability

Research has shown that accountability, the ability to reliably monitor the state of a system and
faithfully trace its operation, can foster trust in a system by increasing transparency. System
transparency enables early detection of faults and malicious behaviors, provides assurances for
the compliance to legal and regulatory requirements, and assists in dispute resolution by
attributing blame when things go wrong.

858

Available Online at www.ijpret.com

Research Article
Impact Factor: 0.621
Amit Chavhan, IJPRET, 2014; Volume 2 (8): 854-861

ISSN: 2319-507X
IJPRET

The key challenges lay in the diverse needs of cloud users, the highly dynamic nature of CCS,
and the operation over a largely untrusted infrastructure. [9]
Accountability has clearly undergone some shifts in the cloud, and standards bodies are
working to establish outage measurement rules that address the new paradigm. But the rules
are not yet in place. For now, some existing distribution of service accountability can be
adapted to this new environment.


Data Security

There is also one important security issue “data security” in the data security; we used different
techniques to protect data of costumer from the corruption. Following table shows
techniques:[9]

Table 1.Security Techniques for Service Provider
CONCLUSION
This paper has presented the work published by the academic community advancing the
technology of cloud computing. Much of the work has focused on different security controls
and issues in cloud. This papers firstly working on to prevent customers issues according to
security and their control standards..
Various definitions of cloud computing were discussed and the NIST working definition by Mell
and Grance [9] was found to be the most useful as it described cloud computing using a number
of characteristics, service models and deployment models. The different security technique
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aspects of cloud computing that were reviewed included the using percentage for privacy to
customer. There are a lot of new security issues discussed that are used to focused to protect
customers privacy.
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