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Abstract: Authentication of nodes in the spontaneous wireless ad hoc networking is a vital
task in wireless networking. These networks are formed by a set of nodes placed together in
the close area which will communicate with each other, for limited time,” anywhere
anytime”. To achieve this requirement of ad hoc networking we have to authenticate the
individual node as they come in the network range of wireless network. We present a survey
paper which will focus on the different ways of authentication policies and their privileges;
we will also compare these policies.
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INTRODUCTION
A Spontaneous Wireless Ad Hoc network is formed, when two or more nodes come together
for interaction and for sharing resources. These networks are in the closed area and their
existence is for limited period of time. The communication in wireless network is different from
the traditional wired networks. The wireless network is always formed of mobile terminals or
nodes; which have limited bandwidth, power and the capacity of computation is also limited.
We must find out some new methods which fits the characteristics of the wireless
communication. Here with we give literature survey which will focus on some methods of
wireless communication.
I. LITURATURE SURVEY
The related literature survey of spontaneous wireless adhoc network shows several security
methods for authentication such as challenge and response based authentication [1]. One of
the most widely used security mechanism is Authentication in the wireless networking. It
provides secure communication by preventing unauthorized usage. For the authentication of
the mobile node or terminal, the credentials of the mobile unit are encrypted and then
transmitted hop by hop for remote verification among the authentication server. In the
challenge/ response based authentication, a user is identified with a shared security association
(SA), which is a trust relationship with many parameters such algorithms for secure services and
keys by an authentication server. During this process server sends the random number,
Challenge value to the end user for encryption and verifies the returned value called response
value with decryption. Visiting Mobile Unit in the foreign network sends an authentication
request to an Access Point. The Access Point relays the request to a local authentication server
(LAS), which only takes of the authentication for visiting Mobile Units from foreign networks. If
the LAS has no information to verify the Mobile unit, it contacts the home authentication server
(HAS) of the mobile unit through an authentication architecture. HAS sends the registration
request to the Mobile unit’s home agent which maintain the current location of the Mobile Unit
(MU) Shown in the fig.1.
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Fig1.Challenge/Response authentication in public wireless
The above solution for authentication in wireless network requires maintaining different
database, related to the Mobile Nodes. An ad hoc network must operate independent of preestablished or centralized network management infrastructure, while still providing
administrative services needed to support applications. Address allocation, name resolution,
service location, authentication, and access control policies represent just some of the
functionality that must be supported-without pre-configuration or centralized services [11].
Author Marc Danzeisen used a cellular network in formation of the spontaneous wireless adhoc
networks. Authentication of mobile node is done with the Mobile subscriber Integrated
Services Digital network Number (MSISDN) for every node, willing to communicate in ad hoc
network[9]. The node should have the MSISDN number. Pre-configuration is required for
mobile node. Hardware and software requirements are there in the system. This type of system
is not beneficial in time and place specific spontaneous wireless adhoc networking.
Recent advances in ad hoc and sensor wireless networks have brought authers J. Lloret, L. Shu,
R. Lacuesta to concentrate on new designs and deployment orientations. Even more, when the
ad hoc (or sensor) wireless network integrate users and service. Quality of Service for each user
must be guaranteed. On the other hand, the user behaviour and the services offered for the
users could affect to the network performance. A spontaneous ad hoc (or sensor) network
enables a group of users to communicate and work together collaboratively very close to each
other, sharing services, during a period of time. They seek to imitate human relationships in
order to work together in groups, running on an existing technology. Devices used for
spontaneous ad hoc (or sensor) wireless networks have limited resources, few computing
capacity and low energy consumption. User-oriented and service-oriented spontaneous ad hoc
and sensor wireless networks can be used to solve a problem, to carry out a specific task, or just
to share services and resources between users, with no dependence on a central server[2].
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There is a wide range of environments in which these networks can be applied. This special
issue tries to collect the most recent research of these types of networks. In paper [10]
Rekimoto introduced the concept of synchronous user operation, for establishing spontaneous
adhoc network connections in-between nodes. When two or more user wants to communicate
with each other using their devices then they will presses and release the connection button on
their devices. This method can also deal with multiple overlapping connection requests by
detecting collision situations by devices. In this system author used Diffi Hellman algorithm for
communication after connection is established between the nodes. The Sync Tap button can be
specially installed for communication purpose, which increases the hardware requirements.
The permanently growing networked IT-infrastructure, the need for more mobility as well as
the expansion of computer-aided applications to new areas demand new methods to simplify
the handling of IT systems. Spontaneous networking is a means for simple integration of
devices and services into networks. It seems to be one way to achieve more flexibility, more
mobility, a better usability and less administration effort. This paper provides a definition of
spontaneous networking and lists mandatory and optional features. It takes a closer look at the
evolving technologies Jini (Java intelligent network infrastructure), JetSend, Inferno/Limbo,
HAVi (Home Audio Video interoperability), and UPnP (Universal Plug and Play). Their basic
concepts and functionalities are explained and their conformance to the principles of
spontaneous networking is outlined [13].
The spontaneous ad-hoc network is defined as a type of an ad-hoc network, which is formed
during certain period of time with independent central server having no interference of an
expert user, for carrying out any specific task or solving a problem. This network is built by
numerous independent nodes coming together in the same place and at the same time to be
able to communicate with each other. Nodes are able to enter and leave the network and they
could be portable. When adjacent nodes discover each other within a short period of time,
Spontaneous networking occurs. When a set of mobile terminals which are placed in a close
location that interconnect with each other and also when one of the secure protocol which
uses an hybrid symmetric/ asymmetric scheme and the trust between users in order to share
the initial data as well as to exchange the secret keys that will be used to encrypt the data,
Spontaneous ad hoc networks are formed. Trust is based on the first visual contact between
users. A Spontaneous ad-hoc network is a complete self-configured secure protocol which is
able to create the network and share secure services without any setup. The network permits
sharing resources and offering new services among users in a secure environment [6]. The
protocol contains all functions required to operate without any external support. Design of a
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protocol permits the creation and management of a spontaneous wireless ad hoc network.
Wireless sensor networks have many applications, vary in size, and are deployed in a wide
variety of areas. They are often deployed in potentially adverse or even hostile environment so
that there are concerns on security issues in these networks. Sensor nodes used to form these
networks are resource-constrained, which make security applications a challenging problem.
Efficient key distribution and management mechanisms are needed besides lightweight ciphers.
Many key establishment techniques have been designed to address the trade off between
limited memory and security, but which scheme is the most effective is still debatable [8]. In
this paper, the author has provided a survey of key management schemes in wireless sensor
networks. In the overall study we have seen no key distribution technique is ideal to all the
scenarios where sensor networks are used; therefore the techniques employed must depend
upon the requirements of target applications and resources of each individual sensor network.
The paper[3][4][5] has shown symmetric, asymmetric and hybrid algorithms for network
creation .These methods requires initial network configuration as well as the central authority
for identification which is not feasible in spontaneous wireless adhoc networks. Wireless sensor
networks (WSNs) have attracted a lot of researchers due to their usage in critical applications.
WSN have limitations on computational capacity, battery etc which provides scope for
challenging problems. Applications of WSN are drastically growing from indoor deployment to
critical outdoor deployment. WSN are distributed and deployed in an unattended environment,
due to this WSN are vulnerable to numerous security threats. The results are not completely
trustable due to their deployment in outside and uncontrolled environments [12]. In this paper,
the author focused on the security issue of WSNs and proposed a protocol based on public key
cryptography for external agent authentication and session key establishment. The Authors
Raquel Lacuesta, Jaime Lloret in the paper [1] has provided one secure solution for node
authentication and deployment of the network. They have used trust model for exchanging the
initial data. Rivest, Shamir and Adleman cryptographic algorithm (RSA) and Elliptic Curve
Cryptosystem (ECC) algorithms are used for signing the certificates and for communication in
the network respectively. RSA 1024 key size is basically used for the data in the year of 2010
which provides the accepted security level. To protect the data beyond 2010, RSA security
recommends RSA 2048 key size as the minimum key size. As the key size increases we require
more storage, more time consuming. The system does not provide a good solution for
spontaneous wireless adhoc network. In the wireless networks nodes/terminals have limited
power, limited capacity of computation. To achieve this requirement we should use the smaller
key size, which will ultimately result in the consumption of computational capacity and power
as well.
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CONCLUSION

In this Paper, we have shown the different ways of the authentication of nodes in the
Spontaneous Wireless Ad-Hoc Network. The AdHoc wireless network is created when two or
more nodes come together for communication and to share resources, without any
infrastructure. So power consumption is the major factor in the network. The comparison
between different ways of authentication is given in Table1.
Table 1 : Comparison of Authentication Systems

Sr No

Paper Id

Description

Disadvantages

1

11

In This paper authors are
using Mobile user, Home
agent, Local authentication
server Home authentication
server. The authentication of
nodes is done by central
authority.

1) As central authority is used in the
system the authority should be
available 24 hours.
2) More storage is required.
3) Configuration of CA should be
good.

2

9

This paper uses cellular 1) Central authority is the middle
network
for
node man for authentication.
authentication,
which
2) Every node has to register their
requires
network
self in central authority.
configuration and external
authority

3

10

allows a user to establish
device connections through
synchronous
button
operations. When the user
wants to connect two
devices, one synchronously
presses and releases the

1)Hardware requirement
2)Nodes
who
want
to
communicate has to press SyncTap
button together at a time.(time
miss match can be their)
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4

3,4,5

These Papers shows the 1) Initial Network Configuration is
pre-distribution
key required.
algorithm for security.

5

1

This paper uses the trust 1) Use of RSA algorithm leads to
model and RSA algorithms Time consuming system.
for
authentication
to
authenticate
node
in
spontaneous wireless ad hoc
network.
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