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Abstract: This paper puts lights on the various proposed routing algorithms in MANET and it
narrows down to a special type of routing strategy known as Fisheye State Routing (FSR) which scales
well in large network and it describes various security issues in FSR and some solutions to overcome
those security problems. This work specifically deals with a special type of attack known as black hole
attack which causes data packet dropping by malicious nodes or selfish and provides a solution to
minimize the number of malicious nodes in the path to destination and hence minimizes number of
data packet dropping by these selfish nodes hence, it secures the FSR algorithm against the black
hole attack. The proposed scheme deals with minimizing passive attacks, which causes dropping of
data packets by the selfish nodes or malicious nodes. The idea is based on modifying the traditional
Dijkstra’s Algorithm, which computes shortest route to all destinations from a source. So one scheme
has been proposed which uses a two hop time stamp method to detect a malicious node and the
Dijkstra’s shortest path algorithm has been modified to recomputed the optimal paths to destination
and hence, to minimize the data packet dropping\ by malicious nodes in the network.
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INTRODUCTION
MANET is one of the recent active fields and has received spectacular consideration because of
their self-configuration and self-maintenance. Early research assumed a friendly and
cooperative environment of wireless network. As a result they focused on problems such as
wireless channel access and multihop routing [6]. But security has become a primary concern to
provide protected communication between mobile nodes in a hostile environment. Although
mobile ad hoc networks have several advantages over wired networks, on the other side they
pose a number of non-trivial challenges to the security design as they are more vulnerable than
wired networks.
RELATED WORK
FSR routes each data packet according to locally computed routing table. The routing table
uses most recent topology information. The fisheye scope [2] message updating scheme will
not lose routing accuracy for inner scope nodes. For outer scope nodes, information in routing
entries may blur due to longer exchange interval, but the extra work of "finding" the
destination is not necessary. Thus low single packet transmission latency can be maintained.
At a mobile environment, this inaccuracy for remote nodes will increase. However, when a
packet approaches its destination, it finds increasingly accurate routing instructions as it enters
sectors with a higher refresh rate.
FISHEYE SCOPE
The fisheye scope [2] is defined as the set of nodes that can be reached within a given number
of hops. An example of a fisheye scope (at node A) of hop 2 is shown below.

Figure1: Fisheye Scope at Node A of Hop2
Note that in this example node E can be reached through B from A with 2 hops and through F
with 3 hops. Since the minimum path length is 2, E is within the fisheye scope of node A. By
setting multiple hop radius, multiple level of scopes will cover the entire network.
REPRESENTATION OF NETWORK TOPOLOGY IN FSR
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The network is represented as a undirected graph G=(V,E) where V=number of vertices or
nodes in the network and E= number of edges or undirected links in the network [2]. Each node
has a unique identifier which represents a mobile host with a wireless communication device
with transmission range R, and an infinite storage space. A link between two nodes i and j is
formed when the distance between i and j becomes less than R. The link (i,j) is moved if
distance between i and j exceeds the range R. In FSR [5], for each node i, one list and three
tables are maintained.
(i) A neighbor list Ai
(ii) A topology table TTi
(iii) A next hop table NEXTi
(iv) A distance table Di
Ai stores all the nodes those are neighbors to the node i. Any destination j in TTi has two parts
TTi.LS(j) which denotes the link state information reported by node j and TTi.SEQ(j) indicates
the time stamp at which j has generated the link state information. For each destination j,
NEXTi(j) denotes the next hop to forward packets destined to j. Di(j) denotes the distance of the
shortest path from i to j.
FSR ALGORITHM

Figure2: Fisheye State Routing Algorithm
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FISHEYE TECHNIQUE
Fisheye State Routing (FSR) uses the "fisheye" technique proposed by Kleinrock and Stevens,
where the technique was used to reduce the size of information required to represent graphical
data. The eye of a fish captures with high detail the pixels near the focal point. The detail
decreases as the distance from the focal point increases. In routing, the fisheye [2] approach
translates to maintaining accurate distance and path quality information about the immediate
neighborhood of a node, with progressively less detail as the distance increases.
ATTACKS ON FSR
(i) Active attacks
(ii) Passive attacks
Active attacks [1] are attacks, which are lunched, intended to disrupt the service of a network.
Such attacks produce threats to confidentiality, integrity and availability of data and services in
Mobile Ad hoc Network [10].
Passive attacks are done by some of the malicious nodes selfishly to conserve power by not
forwarding the packets to the destination or loss those packets called as packet loss.
BLACK HOLE ATTACK
The black hole attack comes under the category of passive attacks which is launched by a selfish
or malicious node. A node, which is a black hole [3], has two properties it participates in the
route discovery [9] process and the second property is that, it sometimes does not forward the
data packet towards to destination. When the data packets are forwarded to the destination
these selfish nodes [5] simply do not forward the data packets towards the destination. So all
the packets move up to that node and disappear. Hence, these nodes act as a black hole, which
causes data packet dropping.
SOLUTION TO MINIMIZE BLACK HOLES
This problem can be minimized by selecting the appropriate route where the number of
malicious nodes [3] will be minimum. This can be done in a two step process.
(i) By detecting the malicious nodes
(ii) By avoiding the malicious node while computing optimal path
To detect the malicious node we have proposed one method which uses a time stamp along
with the data packets. If a node forwards a packet to the next hop then the next to next hop
can acknowledge the source by replying the time stamp to the source which is at a distance of
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two hops. We use only one performance metric in this study i.e. packet delivery ratio [8]. The
packet delivery ratio (PDR) is defined as the ratio of the total number of data packets received
by the destinations over the total number of data packets transmitted by the sources. The
green line graph shows the data packet delivery ratio if the route to destination is calculated
using the traditional FSR algorithm in the presence of malicious nodes.

Figure 3: Communication between nodes in Network

Figure 4: Data Packet Dropping while communication between nodes in Network
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Figure 5: Black hole Attack Detection at Node 8 due to Data Packet Dropping

Figure 6: Graphical Result of Performance Metric like PDR in between Secured FSR and
Traditional FSR
The red line shows the modified version of the FSR algorithm known as secured FSR [8].
CONCLUSION
In our paper, one scheme is proposed to minimize the number of black holes or malicious
nodes or selfish nodes in the path to destination, hence, the number of data packet dropping
can be minimized. The simulation of the proposed scheme is conducted using Network
Simulator 2 and the packet delivery ratio graph as a function of number of nodes shows that
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the proposed scheme has a better packet delivery ratio than the traditional FSR protocol. The
proposed scheme gives better packet delivery ratio than the traditional FSR protocol in the
presence of malicious nodes.
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