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Abstract: Security challenges are still among the biggest obstacles when considering the
adoption of cloud services. This triggered a lot of research activities, resulting in a quantity of
proposals targeting the various cloud security threats. Alongside with these security issues,
the cloud paradigm comes with a new set of unique features, which open the path toward
novel security approaches, techniques, and architectures. This paper provides a survey on
the achievable security merits by making use of multiple distinct clouds simultaneously.
Various distinct architectures are introduced and discussed according to their security and
privacy capabilities and prospects.
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INTRODUCTION
Clouds can be categorized taking the physical location from the viewpoint of the user into
account [2]. A public cloud is offered by third-party service providers and involves resources
outside the user’s premises. In case the cloud system is installed on the user’s premise—usually
in the own data center—this setup is called private cloud. Hybrid approach is denoted as hybrid
cloud. This paper will concentrate on public clouds, because these services demand for the
highest security requirements but also—as this paper will start arguing—include high potential
for security prospects.
2. CLOUD SECURITY ISSUES
The main problem that the cloud computing paradigm implicitly contains is that of secure
outsourcing of sensitive as well as business-critical data and processes. Hence, a strong trust
relationship between the cloud provider and the cloud user is considered a general prerequisite
in cloud computing.
3. SECURITY PROSPECTS BY MULTICLOUD ARCHITECTURES
The basic underlying idea is to use multiple distinct clouds at the same time to mitigate the
risks of malicious data manipulation, disclosure, and process tampering. By integrating distinct
clouds, the trust assumption can be lowered to an assumption of no collaborating cloud service
providers. Further, this setting makes it much harder for an external attacker to retrieve or
tamper hosted data or applications of a specific cloud user.
4. REPLICATION OF APPLICATION

Fig. 1. Replication of application systems.
Assume that n > 1 clouds are available (like, e.g., Clouds A and B in Fig. 1). All of the n adopted
clouds perform the same task. Assume further that f denotes the number of malicious clouds

214

Available Online at www.ijpret.com

Research Article
Impact Factor: 0.621
Samreen Shaikh, IJPRET, 2014; Volume 2 (9): 213- 219

ISSN: 2319-507X
IJPRET

and that n _f > f the majority of the clouds are honest. There are other methods of deriving the
correct result, for instance using the TurpinCoan algorithm [3] for solving the General Byzantine
Agreement problem.
4.1 Dual Execution
In such a situation, a first and trivial approach for verification might be that a cloud customer
triggers the creation of its annual accounting report more than once.
For instance, instead of giving the same request to one cloud provider only (called Cloud A
hereafter), a second cloud provider (called Cloud B) that offers an equivalent type of service is
invoked in parallel. By placing the same request at Clouds A and B, a cloud user can
immediately identify whether his request was processed differently in Clouds A andB.
4.2 n Clouds Approach
A more advanced, but also more complex approach comes from the distributed algorithms
discipline: the Byzantine Agreement Protocol. Assume the existence of n cloud providers, of
which f collaborate maliciously against the cloud user, with n > 3f. In that case, each of the n
clouds performs the computational task given by the cloud user.
5. PARTITION OF APPLICATION SYSTEM INTO TIERS
The architecture introduced in this section targets the risk of undesired data leakage. It answers
the question on how a cloud user can be sure that the data access is implemented and enforced
effectively and that errors in the application logic do not affect the user’s data? To limit the risk
of undesired data leakage due to application logic flaws, the separation of the application
system’s tiers and their delegation to distinct clouds is proposed (see Fig. 2).

Fig. 2. Partition of application system into tiers.
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6. PARTITION OF APPLICATION LOGIC INTO FRAGMENTS
This architecture variant targets the confidentiality of data and processing logic. It gives an
answer to the following question: How can a cloud user avoid fully revealing the data or
processing logic to the cloud provider?

Fig. 3. Partition of application logic into fragments.
6. 1 Obfuscating Splitting
By this approach, application parts are distributed to different clouds in such a way, that every
single cloud has only a partial view on the application and gains only limited knowledge. An
approach by Danezis and Livshits [7]
The application is split in the following way: The service sends the function to be evaluated to
the client. The client retrieves his necessary raw data and processes it according to the service
needs. The result and a proof of correctness is given back to the service providing public cloud.
In the cloud, the remaining functionality of the service is offered based on the aggregated input
of the clients. This architecture protects the detailed user data, and reveals only what the cloud
needs to know to provide the service.
6. 2 Homomorphic Encryption and Secure
Multiparty Computation Homomorphic encryption and secure multiparty computation both use
cryptographic means to secure the data while it is processed. In homomorphic encryption, the
user encrypts the data with his public key and uploads the cipher texts to the Cloud. The cloud
can independently compute on the encrypted data to obtain an encrypted result, which only
the user can decrypt. Therefore, in our scenario, homomorphic encryption uses an asymmetric
fragmentation, where the user (or a small trusted private cloud) manages the keys and
performs the encryption and decryption operations, while the massive computation on
encrypted data is done by an un trusted public cloud.
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7. PARTITION OF APPLICATION DATA INTO FRAGMENT
This multi cloud architecture specifies that the application data is partitioned and distributed to
distinct clouds (see Fig. 4). The most common forms of data storage are files and databases.
Files typically contain unstructured data (e.g., pictures, text documents) and do not allow for
easily splitting or exchanging parts of the data. This kind of data can only be partitioned using
cryptographic methods.
Databases contain data in structured form organized in columns and rows. Here, data
partitioning can be performed by distributing different parts of the database (tables, rows,
columns) to different cloud provider. Finally, files can also contain structured data (e.g., XML
data). Here, the data can be splitted using similar approaches like for databases. XML data, for
example, can be partitioned on XML element level. However, such operations are very costly.
Thus, this data are commonly rather treated using cryptographic data splitting.

Fig. 4. Partition of application data into fragments.
7.1 Cryptographic Data Splitting
Probably, the most basic cryptographic method to store data securely is to store the data in
encrypted form. While the cryptographic key could remain at the user’s premises, to increase
flexibility in cloud data processing or to enable multiuser systems it is beneficial to have the key
available online when needed [9]. This approach, therefore, distributes key material and
encrypted data into different clouds. For instance, with XML data, this can, e.g., be done inside
the XML document by using XML encryption [10].
7. 2 Database Splitting
For protecting information inside databases, one has to distinguish two security goals:
confidentiality of data items (e.g., a credit card number) or confidentiality of data item
relationships (e.g., the items “Peter” and “AIDS” are not confidential, but their relationship is).
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In the first case, data splitting requires a scenario—similar to other approaches presented
before—with a least one trusted provider (or additional encryption; see below). However, very
often only the relationship shall be protected, and this can be achieved using just honest-butcurious providers.
8. CONCLUSION
The use of multiple cloud providers for gaining security and privacy benefits is nontrivial. As the
approached investigated in this paper clearly show, there is no single optimal approach to
foster both security and legal compliance in an omniapplicable manner. Moreover, the
approaches that are favorable from a technical perspective appear less appealing from a
regulatory point of view, and vice versa.
However, two major indications for improvement can be taken from the examinations
performed in this paper. First of all, given that for each type of security problem there exists at
least one technical solution approach, a highly interesting field for future research lies in
combining the approaches presented here. For instance, using the n clouds approach (and its
integrity guarantees) in combination with sound data encryption (and its confidentiality
guarantees) may result in approaches that suffice for both technical and regulatory
requirements.
Second, we identified the fields of homomorphic encryption and secure multiparty
computation protocols to be highly promising in terms of both technical security and regulatory
compliance. As of now, the limitations of these approaches only stem from their narrow
applicability and high complexity in use. However, given their excellent properties in terms of
security and compliance in multi cloud architectures, we envision these fields to become the
major building blocks for future generations of the multi cloud computing paradigm.
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