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Abstract: Digital images constitute the most basic form of data shared. However along with
simplicity, digitization poses to be a never-ending threat to the ownership of data. In this
paper we propose a reliable Watermarking technique that protects the copyrights of the
owner. This is achieved by decomposing the cover image as well as the watermark logo upto
three levels of DWT. Analysis of the different attacks performed on the watermarked image
is studied. The watermark logo is recovered and performance parameters, comparing the
p
original and recovered images, such as mean square error (MSE), peak signal to noise ratio
(PSNR) and normalized correlation (NC) are measured. A Graphic User Interface (GUI) is
implemented in MATLAB to make the application user friendly.
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INTRODUCTION
Digital data is today’s most popular and cheapest form of mass communication. However this
has brought insecurity along with it. The data available on the Internet can easily be copied,
shared and also edited. This causes an obstruction to the owner, as his copyrights are no longer
protected. This is a major problem for the data on the web.
Different techniques were invented over the years to protect the digital material. An interesting
technique existing for data authentication is Digital Watermarking.
Watermarking has proved to be an excellent tool in the field of authentication since ages. An
image, most commonly known as watermark logo, is hidden in the image to be protected. This
means that the watermark logo protects the cover image, making it a noble technique.
Watermarking, as opposed to steganography, makes a system to be robust against possible
attacks and identify the ownership copyrights.
Digital Watermarking can be accomplished by using different transforms like Discrete Fourier
Transform (DFT), Discrete Cosine Transform (DCT) and Discrete Wavelet Transform (DWT) [2].
PROPOSED METHODOLOGY
Proposed watermarking technique exploits the characteristics of the Human Visual System
(HVS). It is possible to hide watermarks with more energy in an image. This makes the
watermarked image more robust. Bearing this in mind, the Discrete Wavelet Transform (DWT)
is chosen for watermarking. The DWT is an interesting transform, because it can be used as a
computationally efficient version of the frequency models for the HVS. For instance, the human
eye is less sensitive to noise in high resolution DWT bands. DWT decomposition can be
exploited to make a real-time watermark application.
Thus the Discrete Wavelet Transform method is opted for this project to implement the Robust
and Invisible Watermarking.
A. Watermark Embedding
i.

Select the original or the cover image, I

ii.

Select the watermark logo, J

iii.

Convert both the images into their respective grey scales.
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iv.

Apply DWT to both the images and decompose them into four sub bands, LL1, LH1, HL1 and
HH1 for the cover image and L_L1, L_H1, H_L1, H_H1 for the watermark logo. The size of
each sub band is exactly half.

v.

Select the LL1 and the L_L1 band from the cover image and watermark logo and decompose
it into further four bands, LL2, LH2, HL2, HH2 and L_L2, L_H2, H_L2, H_H2 respectively. This
is the second level DWT.

vi.

Now select the LL2 and the L_L2 bands and perform third level DWT forming the bands ,
LL3, LH3, HL3, HH3 and L_L3, L_H3, H_L3, H_H3

Fig.1 3-Level DWT decomposition
vii.

Now perform the embedding procedure

W1= LL3+(L_L3*α)

viii.

Apply inverse DWT to W1, LH3, HL3 and HH3 and obtain the image W2.

ix.

Now apply second level inverse DWT to W2, LH, HL and HH2 and obtain image W3.

x.

Perform third level DWT to W3, LH1, HL1 and HH1 to obtain final watermarked image W.

xi.

Save the Watermarked Image.
B. Watermark Extracting
i.

Select the watermarked image, W.

ii.

Perform DWT and decompose the watermarked image W and the cover image I into
four sub bands, W_LL1, W_LH1, W_HL1 and W_HH1 and LL1, LH1, HL1 and HH1.

iii.

Further perform second level DWT on the sub bands W_LL1 and LL1, and third level on
the sub bands W_LL2 and LL2 to obtain images W_LL3 and LL3.

iv.

Perform watermark extraction,
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W1’ = α*(W_LL3-LL3)
v.

Perform inverse DWT to W1’, W_LH1, W_HL1 and W_HH1 and obtain W1’.

vi.

Then perform second level inverse DWT to W2’, W_LH2, W_HL2 and W_HH2 and third
level inverse DWT to W3’, W_LH3, W_HL3 and W_HH3 and obtain W’.

vii.

Save the extracted watermark W’.

ANALYSIS OF ATTACKS
A. Effect of different noises
i.

Salt and Pepper Noise:
The malfunctioning pixels added through the camera or the dust and light during the image
acquisition produce the Salt and Pepper noise. The bit errors generated during the transmission
of data or due to the D/A and A/D convertors also give rise to the salt and pepper noise. This is
the most basic form of noise and can be eliminated by using simple median filters.

ii.

Gaussian Noise :
The Gaussian noise is basically caused due to the fluctuations occurring randomly in the signal.
The thermal noise can also be a reason for the Gaussian noise. Other sources are amplifier
noises and reset noises produced by capacitors.

iii.

Poisson Noise:
Poisson Noise is most commonly known as Shot Noise or Photon Noise. The Poisson noise is a
kind of electronic noise and is caused due to the non-uniform characteristics of electric charge.
Another source for this noise is the uneven fluctuations in the number of photons in optical
devices.
B. Effect of Compression
Compression can be said to be more of accidental changes than deliberate attacks. These
attacks are mostly encountered during sharing of images. The Internet allows compression of
images during distribution. To avoid degradation, robust watermarking techniques should be
applied. The JPEG2000 compression is the primary compression attack. The DWT-domain
watermarking is robust to JPEG2000 compression.

376

Available Online at www.ijpret.com

Research Article
Impact Factor: 0.621
Rasika Jadhav, IJPRET, 2014; Volume 2 (9): 373-381

ISSN: 2319-507X
IJPRET

C. Effect of Resizing
Similar to Compression, resizing is another unintentional attack. The resizing effect can also be
termed as Scaling attack. There are chances that the image gets resized by a scalar or resized to
some specific dimensions while being shared over the Internet. The proposed watermarking
technique is robust to this attack.
ANALYSIS OF PARAMETERS
A. Mean Square Error
For two MxN images, the Mean Square Error (MSE) simply measures the difference between
them. The MSE calculates each different pixel value by comparing both the images. The value
for MSE should be as small as possible to obtain a minimum error image.
If W is the original watermark logo of size MxN and RW is the extracted watermark logo also of
size
MxN,
then
MSE
can
be
calculated
by
the
following
formula.
=

∗

∑

(|W(i, j) − RW(i, j)|)

B. Peak Signal to Noise Ratio
For two MxN images, Peak Signal to Noise Ratio (PSNR) measures the quality of the
reconstructed image. It determines the ratio of the maximum signal power to the maximum
power of the error signal. It is measured in decibels. The PSNR can be defined as:
= 10

(

[

)]

(

)

C. Normalized Correlation
The measure of similarity between the original watermark logo and the recovered watermark
logo is given by Normalized Correlation (NC). The value of NC ranges from 0 to 1. Zero value of
NC indicates that the recovered image is very poor. As the value approaches 1 the recovered
image gets more similar to the original image. For original watermark W and recovered
watermark RW, NC can be defined as stated below.
∑

=
∑
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D. Accuracy Rate
Accuracy Rate defines the degree of difference between the original and recovered watermark
logo. The accuracy rate is expressed in percentage. It is the ratio of the number of similar pixels
in both original and recovered watermark to the total number of pixel elements in an image
=

.
.

∗ 100

GRAPHIC USER INTERFACE
A GUI has been implemented to make the relation between the user and the application more
friendly and interactive. This GUI also makes it easy to analyze the robustness of the
watermarked image. The GUI has been designed to provide a simple to use interface that
allows easy comparisons of images.
The user first chooses a cover image and then the watermarking logo. The user can introduce
desired of the three attacks like different types of noises, cropping and compression, in the
watermarked image and observe its effect on the watermark. The provided GUI also helps the
user to calculate and compare different performance or image quality parameters. To test the
robustness of the frequency domain watermarking technique the GUI allows the user to find
parameters like MSE, PSNR, NC and AR of the images.

Fig 2 GUI
EXPERIMENTAL RESULTS
A. Original Images
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(a) Lenna

(b) Capsicum
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(c) Dogs

Watermark Logo

B. Watermarked Image:

(a) Lenna

(c) Dogs

(b)Capsicum
C. Extracted Watermarks:
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(c) From Dogs

(b) From Capsicum
D. Extracted Original Images:

(a) Lenna

(c) Dogs

(b) Capcicum
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Following table shows the comparison of MSE, PSNR and NC for the three different images.
Images compared w.r.t. Original Images

Parameters Calculated
MSE

PSNR

NC

Extracted Watermark

1.9952

9.9826

1

Extracted Image Lena

1.9946

10.2425

1

Extracted Image Capsicum

1.9878

10.1189

1

Extracted Image Dogs

1.9803

10.1951

1

CONCLUSION
In this paper we can conclude that a reliable digital image watermarking technique has been
developed. The images in the Experimental Results show that the watermark logo can be
successfully embedded in and completely extracted from any cover image. The watermark logo
is imperceptible to the naked eye and can be viewed only after extraction. Table 1 shows the
different values of MSE and PSNR compared for different images. The values of NC for all
images is 1, this shows that the embedded watermark and the extracted watermark are similar
to each other. The values of MSE and PSNR are also nearly constant.
Another conclusion that can be drawn is, if the extracted watermark is unharmed the image has
not been tampered with, but if the watermark is blur or harmed, then tamper can be detected.
Study of different attacks on the watermarked image show that the watermark is robust. The
implemented GUI makes it easy and simple to use the application.
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