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Abstract: OSN (Online Social Network) is most popular in today’s rich communication world.
One fundamental issue in today’s Online Social Networks (OSNs) is to give users the ability to
control the messages posted on their own private space to avoid that unwanted content is
displayed. Up to now, OSNs provided very little support to this requirement. To fill all the
gap, we propose a system allowing OSN users to have a direct control on the messages
posted on their walls. The aim of the present work is therefore to propose and
experimentally evaluate an automated system, called Filtered Wall (FW), able to filter
unwanted messages from OSN user walls. This can be achieved through a flexible rule based
system that allows users to customize the filtering criteria to be applied to their walls and a
machine learning based soft classifier which automatically produces membership labels in
support of content based filtering.
Keywords: OSN (Online Social Network), Content Based Filtering, Filtered Wall Architecture,
Short Text classifiers, Blacklists.
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INTRODUCTION
Today in the internet world the most popular medium to communicate share and distribute any
information on On-line Social Network sites. As the usage of OSN is spreading rapidly and
widely, there is need to develop more security mechanism to prevent unwanted messages on
user walls. The user receives all messages posted by the users he follows due to lack of
classification of filtering tools. By filtering out unwanted messages, the filtering tools give users
the ability to automatically control the messages written on their own walls. OSNs eg.
Facebook, allows to choose who is permitted to insert message in their walls but no content –
based preferences are available and hence it is not possible to prevent unwanted messages.
The aim of the present work is to design and evaluate system which provides content-based
message filtering for OSNs. This filtering can be achieved through Machine Learning (ML) text
categorization technique. ML text categories automatically assign with each short text a set of
categories based on its contents.
I. RELATED WORK
The main contribution of this paper is the design of a system providing customizable content
based message filtering for OSN, based on ML techniques our work has relationships both with
the state of art in content-based filtering as well as with the field of policy-based
personalization for OSNs. Therefore survey of literature in both these fields is done here.
A. Content Based Filtering
As each user operate independently , in content based filtering , system selects information
based on correlation between content of item and the user preferences as opposed to
collaborative filtering system that chooses items based on correlation between people with
similar preferences. In content-based filtering documents processed are mostly textual in
nature and hence content-based filtering is close to text classification. The procedure of
filtering is modeled as a case of single label, binary classification and partitioning incoming
documents into relevant and nonrelevant categories. More complex filtering systems include
multi label text categorization which automatically label messages into partial thematic
categories. In detail comparision analysis has been conducted confirming superiority of
boosting-based classifiers, Neural Networks and support vector machines over other popular
methods, such as Rocchio and Naive Bayesian. However, it is worth to note that most of the
work related to text filtering by ML has been applied for long-form text and the assessed
performance of the text classification methods strictly depends on the nature of textual
documents.
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B. Policy Based Personalization Of OSN Contents
A classification method has been proposed to categorize short text messages in order to avoid
overwhelming users of microblogging services by raw data. The user can view only certain types
of content based on his/her interest as system described associates a set of categories
depending on the contents. In contrast Golbeck and Kuter propose an application called Film
Trust, which exploits OSN trust relationships and provenance information to personalize access
to the website. However, such system do not provide a filtering policy layer by which the user
can use the result of the classification process to decide how and to which extent filtering out
unwanted information. Our filtering policy language permits the settings of FR, according to a
variety of criteria that do not consider only the result of classification process but also the
relationships of the wall owner with other OSN users as well as information on the user profile.
Furthermore, our system provides an opportunity of customization to the filtering procedure as
it is matched by a flexible mechanism for BL administration.
Our work also takes inspiration from many access control models and related policy languages
and enforcement mechanism that have been proposed so far for OSNs as filtering shares many
similarities with access control. As we are dealing with filtering out unwanted text instead of
with access control which is one of the key elements of our system is the accessibility of a
description for the message contents to be exploited by the filtering method. Our policy
language has some associations with the policy structures that have been so far proposed to
support the specification and enforcement of policies expressed in terms of constraints on the
machine understandable resource descriptions provided by Semantic Web language.
II. FILTERED WALL ARCHITECTURE
The architecture in support of OSN is a three tier structure as shown in above figure. These
three layers are
A) Social Network Manager (SNM)
B) Social Network Application (SNA)
C) Graphical User Interface (GUI)
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Fig. 1. Architecture of Filtered Wall
A) Social Network Manager (SNM)
This layer provides the essential OSN functionalities. It also maintains all the data regarding to
the user profile. After maintenance and administration of all users data is provided for second
layer for applying Filtering Rule (FR) and Black List (BL)
B) Social Network Application (SNA)
In this layer Content Based Message Filtering (CMBF) and Short Text Classifier is composed. This
is very important layer for the message categorization according to its CMBF filtering. Black list
is also maintained for the user who sends frequently bad words in message.
C) Graphical User Interface (GUI)
GUI is the third layer which provides Graphical User Interface to the user who wants to post his
message as a input. Here Filtering Rules (FR) are used to filter the unwanted messages and
provide Black List (BL) for the user who are temporally prevented to publish messages on user’s
wall. As graphically described in Fig. 1 the path pursued by a message, this can be summarized
as follows:
1. After entering the private wall of one of the owner’s associates, the user attempts to post a
message, which is captured by Filtered Wall.
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2. A ML- based text classifier extracts metadata from the content of the message.
3. FW uses metadata provided by the classifier, mutually with data exhorted from the social
graph and user’s profiles, to implement the filtering and BL rules
4. Depending on the result of the previous step, the message will be available or filtered by FW.
III. SHORT TEXT CLASSIFIER
Established techniques used for text classification work well on datasets with large documents
such as newswires corpora but suffer when the documents in the corpus are very less. In this
context, critical aspects are the definition of a set of characterizing and discriminant features
allowing the representation of underlying concepts and the collection of a complete and
consistent set of supervised examples. The aim of our study is designing and evaluating various
representation techniques in combination with a neural learning strategy to semantically
categorize short texts. From a ML point of view ,we approach the task by defining a hierarchical
two-level strategy assuming that it is better to identify and eliminate “neutral” sentences ,then
classify “non-neutral” sentences by the class of interest instead of doing everything in one step.
IV. BLACKLIST AND MANAGEMENT FILTERING RULES
In this section, we will see the rules adopted for filtering out unwanted messages. Here we
consider three main concerns that in our evaluation should influence the filtering assessment.
A) Filtering Rules
A filtering rule FR is a tuple (author, creatorSpec, contentSpec, action) where,


author is the user who recognizes the rule,



creatorSpec is creator’s specification,



contentSpec is Boolean expression defined on content constraints of the form (C, ml),
where C is a class of the first or second level and ml is the minimum membership level
threshold required class C to make the constraint satisfied,



action Є { block, notify } denotes the action to be performed by the system on the
messages matching contentSpec and created by users identified by creatorSpec In that
container, the system is not able to estimate whether the user profile matches the FR,
because how to agreement with such messages depend on the considered circumstances
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and on the wall owner approaches. We suggest the wall owner to choose whether to block
or notify messages originating from a user whose profile does not match against the wall
owner FRs because of missing attributes.
B) Black Lists
The next component of our system is a BL mechanism to avoid messages from undesired
creators, autonomous from their substances. BLs are directly managed by the system which
should be able to decide who are the users retention in the BL is finished. BL rules are not
defined by the SNMP; hence, they are not meant as common high level directives to be
applied to the whole society. Rather, we decide to let the walls owners to specify BL rules
regulating who has to be prohibited from their walls and for how long. Consequently, a user
might be eliminated from a wall.
A BL rule is a tuple (author, creatorSpec, creatorBehaviour, T), where
Author is the OSN user who set the rule, ie a wall owner,


creatorSpec is a creator requirement,



creatorBehaviour consist of two components: RFblocked and minBanned,

RFblocked=(RF, mode ,window) is defined such that
RF= #bMessages/#tMessages,
where #tMessages is the total number of messages that each OSN user identified by
creatorSpec has tried to publish in the author wall (Mode = myWall) or in all the OSN walls
(mode= SN);
whereas #bMessages is the number of messages among those in #tMessages that have been
blocked;
- window is the time interval of formation of those messages that have to be considered for
RFcomputation;
minBanned = (min, mode, window), where min is the minimum number of times in the time
interval specified in window that OSN users identified by creatorSpec have to be inserted into
the BL due to BL rules specified by author wall (mode = myWall) or all OSN users (mode =SN) in
order to satisfy the constraint.
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T denotes the time period the users identified by creatorSpec and creatorBehavior have to
be banned from author wall.

V. CONCLUSION
In this paper, we have presented a system to filter undesired messages from OSN walls. The
system here exploits a ML soft classifier to enforce customizable content-dependent Filter
Rules. The flexibility of the system in terms of filtering options is improved through the
management of BLs. We would like to mention that the system proposed in this paper
represents just the core set of functionalities needed to provide a sophisticated tool for OSN
message filtering. The proposed system may experience problems similar to those encountered
in the specification of OSN privacy settings. We plan to study the development of a related GUI
and a set of related tools to make easier Black List (BL) and Filter Rule (FR) specification, as
usability is an important requirement for such kind of applications. Furthermore, we plan to
study strategies and techniques limiting the inferences that a user can do on the enforced
filtering rules with the aim of bypassing the filtering system, such as for example randomly
notifying a message that should rather be blocked or detecting modifications to profile
attributes that have been made for the only purpose of defeating the filtering system.
VI.
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