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Abstract: Wireless Sensor Network (WSN) is an emerging technology that shows great
promise for various futuristic applications both for mass public and military. The sensing
technology combined with processing power and wireless communication makes it lucrative
for being exploited in abundance in future. The inclusion of wireless communication
technology also incurs various types of security threats. The intent of this paper is to
investigate the security related issues and challenges in wireless sensor networks. We
identify the security threats, review proposed security mechanisms for wireless sensor
networks. We also discuss various issues and challenges in wireless security networks.
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INTRODUCTION
Wireless Sensor Networks (WSN) are emerging as both an important new tier in the IT
ecosystem and a rich domain of active research involving hardware and system design,
networking, distributed algorithms, programming models, data management, security and
social factors [1], [2], [3]. The basic idea of sensor network is to disperse tiny sensing devices;
which are capable of sensing some changes of incidents/parameters and communicating with
other devices, over a specific geographic area for some specific purposes like target tracking,
surveillance, environmental monitoring etc.
Today’s sensors can monitor temperature, pressure, humidity, soil makeup, vehicular
movement, noise levels, lighting conditions, the presence or absence of certain kinds of objects
or substances, mechanical stress levels on attached objects, and other properties [4]. In case of
wireless sensor network, the communication among the sensors is done using wireless
transceivers. The attractive features of the wireless sensor networks attracted many
researchers to work on various issues related to these types of networks. However, while the
routing strategies and wireless sensor network modeling are getting much preference, the
security issues are yet to receive extensive focus. In this paper, we explore the security issues
and challenges for next generation wireless sensor networks and discuss the crucial parameters
that require extensive investigations.
Feasibility of Basic Security Schemes in Wireless Sensor Networks:Security is a broadly used term encompassing the characteristics of authentication, integrity,
privacy, nonrepudiation, and anti-playback [5]. The more the dependency on the information
provided by the networks has been increased, the more the risk of secure transmission of
information over the networks has increased. For the secure transmission of various types of
information over networks, several cryptographic, steganographic and other techniques are
used which are well known. In this section, we discuss the network security fundamentals and
how the techniques are meant for wireless sensor networks.
1 Cryptography
The encryption-decryption techniques devised for the traditional wired networks are not
feasible to be applied directly for the wireless networks and in particular for wireless sensor
networks. WSNs consist of tiny sensors which really suffer from the lack of processing, memory
and butte power [6], [7], [8], [9] Applying any encryption scheme requires transmission of
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extra bits, hence extra processing, memory and battery power which are very important
resources for the sensors’ longevity.
2. Steganography
While cryptography aims at hiding the content of a message, steganography [11], [10] aims at
hiding the existence of the message..
3. Physical Layer Secure Access
Physical layer secure access in wireless sensor networks could be provided by using frequency
hopping. A dynamic combination of the parameters like hopping set (available frequencies for
hopping), dwell time (time interval per hop) and hopping pattern.
Security Threats and Issues in Wireless Sensor Networks
Most of the threats and attacks against security in wireless networks are almost similar to their
wired counterparts while some are exacerbated with the inclusion of wireless connectivity. In
fact, wireless networks are usually more vulnerable to various security threats as the unguided
transmission medium is more susceptible to security attacks than those of the guided
transmission medium. The broadcast nature of the wireless communication is a simple
candidate for eavesdropping. In most of the cases various security issues and threats related to
those we consider for wireless ad hoc networks are also applicable for wireless sensor
networks.
 Proposed Security Schemes and Related Work
In the recent years, wireless sensor network security has been able to attract the attentions of
a number of researchers around the world. In this section we review and map various security
schemes proposed or implemented so far for wireless sensor networks.
 Security Schemes for Wireless Sensor Networks
Aims at increasing energy efficiency for key management in wireless sensor networks [7]
statistical en-route filtering (SEF) mechanism to detect injected false data in sensor network
and focus mainly on how to filter false data using collective secret and thus preventing any
single compromised node from breaking the entire system. SNEP &μTESLA [6] are two secure
building blocks for providing data confidentiality, data freshness and broadcast authentication.
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Ad-hoc sensor networks to ensure authentication and privacy during their communication and
points out possible ways of sharing the secrets. [4] Presents a probabilistic secret sharing
protocol to defend Hello flood attacks. The scheme uses verification technique and also
introduces multi-path multi-base station routing if directional verification is not sufficient to
defend the attack.

The holistic approach has some basic principles like, in a given network; security is to be
ensured for all the layers of the protocol stack, the cost for ensuring security should not surpass
the assessed security risk at a specific time, if there is no physical security ensured for the
sensors, the security measures must be able to exhibit a graceful degradation if some of the
sensors in the network are compromised, out of order or captured by the enemy and the
security measures should be developed to work in a decentralized fashion. If security is not
considered for all of the security layers, for example; if a sensor is somehow captured or
jammed in the physical layer, the security for the overall network breaks despite the fact that,
there are some efficient security mechanisms working in other layers. By building security
layers as in the holistic approach, protection could be established for the overall network.
 CONCLUSION
Most of the attacks against security in wireless sensor networks are caused by the insertion of
false information by the compromised nodes within the network. For defending the inclusion of
false reports by compromised nodes, a means is required for detecting false reports. However,
developing such a detection mechanism and making it efficient represents a great research
challenge. Again, ensuring holistic security in wireless sensor network is a major research issue.
Many of today’s proposed security schemes are based on specific network models. As there is a
lack of combined effort to take a common model to ensure security for each layer, in future
though the security mechanisms become well-established for each individual layer, combining
all the mechanisms together for making them work in collaboration with each other will incur a
hard research challenge.
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