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Abstract: Wireless sensor network consist of spatially isolated autonomous sensors to monitor
physical or environmental conditions and to considerately pass their data through the network to a
sink node. Mostly monitored conditions are temperature, sound, pressure etc. Wireless sensor
network have many civilian application areas which include environment and healthcare
applications, home automation, and habitat monitoring and traffic control. Security is major concern
in all these applications. As the information provided by the networks has been increased, there is a
need for secure transmission of information. Most wireless sensor network actively monitor their
environment and it is often easy to presume information other than data monitored. There are
various clustering algorithm was developed for wireless sensor network for data transmission.
However, in all clustering algorithm, the security issues are not consider. In this paper we explore the
existing DRINA algorithm along with security mechanism. DRINA is routing protocol which is designed
for data aggregation. The key aspect of DRINA is data synchronization among the nodes. In DRINA
security constraint is not considered. In order to achieve the security, in this paper we implement the
security mechanism in existing DRINA algorithm.
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INTRODUCTION

Security plays an important role in wireless sensor network. Wireless sensor network was highly
motivated by military applications such as battlefield surveillance, where the security is most
important. Each time attackers are attempting to gain and detect as much as information about
enemy movement in military sensor network. In this paper we have used DRINA clustering
algorithm for routing the data and for secure data transmission, we are providing security to it
using RSA algorithm.

e Drina: data routing for in-network aggregation for wsn

Energy Consumption is key issue in WSN. In order to save energy redundant data detected by
nodes should be aggregated at middle nodes while sensing an event, reducing the size and
number of exchanged messages and, thus, decreasing communication costs and energy
consumptions. DRINA is routing protocol. The main aim of DRINA is to build a routing tree and
discover the shortest path which connects all source nodes to the sink node, while maximizing
the data aggregations.

In DRINA following roles of nodes are consider for constructing the routing tree.

1. Collaborator: - The node which detects an event and sends the collected data to the
Coordinator node.

2. Coordinator: - a node that also detects an event and is responsible for collecting all the
gathered data sent by collaborator nodes, aggregating them and sending the aggregated data
to sink node;

3. Relay node: It is intermediate node between coordinator and sink node, and forwards the
data to the sink.

Sink Node: A node which is involved in getting the data from set of coordinator nodes &
collaborator node

DRINA algorithm is divided into three stages.

Constructing Hop tree from sensor nodes to the sink node.

Grouping Cluster and selecting cluster head among collaborator nodes.
Routing the data towards to a sink node

e implementing security in Drina
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The main aim of DRINA is to connect all nodes to sink node with shortest path while increasing
the data aggregation. However it does not have security mechanism for data transmission.
There is a need for secure transmission of information, as the information provided by
networks has been increased. Several cryptographic and steganographic techniques are used in
order to achieve security in wireless sensor networks. In this paper Secure DRINA algorithm is
implemented. To achieve the security in existing DRINA algorithm, ‘Public key cryptography’
(RSA) algorithm is used and for message digest SHA algorithms is used. The RSA is Public key
cryptography algorithm. Using RSA algorithm, user can creates the product of two large prime
numbers, along with a supplementary value, as their public key. SHA-1 is a cryptographic hash
function which calculates 160 bit hash, value which is expressed as hexadecimal number. Using
this two algorithms attacker not able to read and change the data.

e system model
At this point first of all the false data sent by sensing node to the sink node is calculated.

Let t nodes are attacker nodes in total m nodes so the probability of node being attacker is
given by

P (A) = /M oo (1)

Assuming every attacker node sends the false data; if attacker node is coordinator then all data
go through attacker node is false data, so false data sent is

Dfalse = D (FI) + D (FC) ............ (2)

Where,

D (FI), Data false send by individual node.

D (FC), data goes through attacking coordinator.
False Data sent by individual node is given by,

D (FI) =P (A)*SR = (t/m)*SR ...... (3)

Where,

SR= sensing rate

Probability of attacker as coordinator is given by
P (FC) =P (A)*P (C) ccevrereerennee (4)

Where P(C) is probability of being coordinator
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P(C) = 1/N cooveeeeeeseeereecesesee e (5)

Where, N is number of neighbor.

Putting (1) and (5) in equation (4)

P (FC) =t/m *(1/N) =t/ (m*N) ...... (6)

Probability of attacking coordinator on path of length | is given by
Pt (FC) = P (FC)*I = tI/(m*N)......... (7)

So false data send by coordinator (as data coming from loyal node to attacking coordinator is
also falsely forwarded)

N
D (FC) = Pt (FC)*Z ((1-P (A))*SR)

k=0

N
D (FC) = t1 (m*N)*Z ((1-t/m)*SR) ... (8)
k=0
By putting (3) and (8) into (2) will get total false data sent as
N

Dfalse = (t/m)*SR+ (t1/ (m*N))*Z ((1-t/m)*SR)

The equation no. (9) will give us amount of false data sent by coordinator.
In proposed method, data is encrypted before transmitting to sink node as:
DT= E (Kpb, E( Kpr, SD))

Where,

E is public key encryption function
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Kpb is public key of sink node.
Kpr is private key of Sensing Node

Because of above encryption, attacking coordinator node can’t read data and send data with
other nodes identity.

Attacker nodes are still able to send false data, so total false data coming to sink is
Dfalse = (t/m)*SR ....ccoevverveeeeireeeere (10)

The equation no. (10) is improved than existing system.

e simulation result

For simulation of an algorithm OMNET++ is used .The nodes are placed randomly in given area.
simulation parameter

Parameters Value
Numbers of nodes 20

Number of Attacking nodes 02

Number of sinks 1

Initial Energy 18720
Transmission power 62mwW
Receive power 62mW

MAC Bypass MAC
Routing Protocol DRINA

Fig 5.1 and 5.2 shows energy consumption of nodes in existing DRINA and in secure DRINA .
This result shows that energy consumed by nodes in Existing DRINA algorithm is not much vary
in secure DRINA.
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Fig 5.1: Energy level of nodes in Existing DRINA
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Fig 5.2: Energy level of nodes in Secure DRINA
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Fig 5.3: Energy consumed v/s number of false packet detected in Secure DRINA

Fig 5.3 shows the energy consumed and number of false packets detected by node 4 in secure
DRINA
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CONCLUSION

Wireless sensor networks (WSNs) have attracted considerable attention over the past few
years. In military and civil application WSN is widely used; especially in hostile and remote
areas. Examples include combat field surveillance, disaster management, and border
protection. In all these applications a large number of sensors are expected, requiring careful
planning and management of the network.

In previous clustering algorithm security was not considered. In this paper we presented secure
DRINA algorithm. Our secure DRINA algorithm was extensively compared to existing DRINA
algorithm regarding security, energy consumption, communication costs, delivery efficiency,
and aggregation rate and aggregated data delivery rate.
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