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Abstract: Cloud Robotics (CR) is an emerging field within robotics, currently covering various application domains and robot network
paradigms. Robots are limited in terms of computational capacity, memory and storage. Cloud provides unlimited computation power,
memory, storage and especially collaboration opportunity. This paper describes the basic concepts and development process of cloud
robotics and elaborates the overall architecture of these systems. ROS as robotic middleware, used to develop robotic application, is also
discussed in brief. We discuss the technical challenges in computation, communications and security, and illustrate the potential benefits of
cloud robotics in different applications. Further advancements in this field aim to establish a shared network resource for various robotics
applications.
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INTRODUCTION
Earlier (till 2007) robots were considered as industrial manipulators not allowing any humans to
be in the vicinity of operating robots. The definition of robots has now changed allowing wide
range of service robots to be called as robots or robotic devices. This evolution opened a field
for new service-based models. But robots are limited in terms of computational capacity,
memory and storage. Even though robots are connected via network (network robotics), to
extend functional range, they face physical constraints as all computations are conducted
onboard the robots, which have limited computing capabilities. To enhance the performance of
robots and make them more capable of doing humanly tasks, offloading huge amount of
computational tasks to some other medium will be the best policy. There lies the need for
combining robotics with cloud computing. Cloud Robotics (CR) was born from the merger of
cloud technologies and service robotics. The term “cloud-enabled robotics” was presented by
James Kuffner for the first time at the IEEE RAS Intl. Conference on Humanoid Robotics in 2010.
Cloud computing is defined as “a model for enabling ubiquitous, convenient, on-demand
network access to a shared pool of configurable computing resources (e.g., networks, servers,
storage, applications and services) that can be rapidly provisioned and released with minimal
management effort or service provider interaction.” Cloud computing provides a natural venue
to extend the capabilities of networked robotics. Computing clouds are classified into 3 types:
public clouds, private cloud and hybrid cloud. Cloud computing services are divided into 3 types:
1. Software as a service (SaaS): software application is hosted as a service and end-users use
the application on the browser.
2. Platform as a Service (PaaS): The end user creates, tests, and uploads applications using
tools and libraries hosted by the service provider.
3. Infrastructure as a Service (IaaS): It involves hosting of hardware computing services like
storage, hard drive, servers and network components.
The concept of robot-as-a-service (RaaS) refers to robots that can be dynamically combined to
give support to the execution of specific applications. RaaS has three aspects of the system:
structure, interface, and behavior. Cloud computing services hierarchy is topped by Cloud
Robotics, a new paradigm and a System of Systems in itself.
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Fig 1: Cloud computing service models along with service layers.
There can be multiple ways of combining network robots and cloud computing. But significant
components for a “cloud for robots” can be stated as follows:
1. A global library of images, maps, and object data, often with geometry and mechanical
properties, expert system, knowledge base (i.e. semantic web, data centers)
2. Massively-parallel computation on demand for sample-based statistical modeling and
motion planning, task planning, multi-robot collaboration, scheduling and coordination of
system
3. Robot sharing of outcomes, trajectories, and dynamic control policies and robot learning
support
4. Human sharing of "open-source" code, data, and designs for programming,
experimentation, and hardware construction
5. On-demand human guidance and assistance for evaluation, learning, and error recovery
6. Augmented human–robot interaction through various ways.
The robotic actions associated with cloud robotics should have a specific sequence. The basic
sequence of robotic actions is as follows:
1. Data capturing by the robot: In this step, there is a 2D camera and a 3D scanner which
detects the object on-board of the robot. The output is a 2D image and a 3D point cloud,
but only the 2D image is sent for processing to the cloud server.
2. Data Processing on cloud servers: The server returns a 3D CAD model of the object to the
robot if it was able to identify the object based on the 2D image.
3. Processed data is applied: In this step, the robot determines the object’s position and
orientation based on the obtained 3D CAD model and the measured 3D point cloud. The
robot, then, applies its functionality thereafter.
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4. Sending feedback to the server: Finally, the robot sends the results of the functionality back
to the server so that the server’s database can be trained for further use.
Thus a cloud robotic module will be functional when all the necessary components are available
within the combined framework and a proper sequence of actions is scheduled.
II. CR SYSTEM ARCHITECTURE: [2], [15]
Networked robotics is restricted by resource, information, and communication constraints.
Effectiveness of the robotic network is limited by each robot’s resources, including onboard
computers, memories, and storage space. Physically, these onboard computing devices are
restricted by the robots’ size, shape, power supply, motion mode, and working environment.
Next advancement is robots empowered with cloud technologies which is termed as Cloud
Robotics. This section discusses the system architecture of Cloud Robotics.

Fig.2: Cloud Robotics- Robots are interconnected via M2M/M2C communications.
The architecture is organized into two complementary tiers: a machine-to-machine (M2M) level
and a machine-to-cloud (M2C) level. On the M2M level, a group of robots communicate via
wireless links to form a collaborative computing fabric (i.e., an ad-hoc cloud). On the M2C level,
the infrastructure cloud provides a pool of shared computation and storage resources that can
be allocated elastically for real-time demand. This elastic computing model allows the group of
networked robots to offload computation-intensive tasks for remote execution.
M2M/M2C Communication Architecture
Robots in a network can communicate if they are within communication range of each other,
and with the cloud servers if the robots are close to access points of the cloud infrastructure. A
wireless M2M communication network can be formed by robots working cooperatively with
each other to route and relay information. Standards like Zigbee, Bluetooth, and WiFi Direct
have been developed for short range wireless communications between robots. For long range
communications, radio frequency and microwave communication technologies may be used. A
network of robots is dynamic and ad-hoc. There is no central controller to coordinate the
Organized by C.O.E.T, Akola, ISTE, New Delhi & IWWA.

125
Available Online at www.ijpret.com

Review Article
Impact Factor: 4.226
K. S. Gilda, IJPRET, 2016; Volume 5 (2): 122-132

ISSN: 2319-507X
IJPRET

communication flow in the network. Robots may leave and join the network, or may become
unavailable because of unpredictable failures. The network becomes highly dynamic if robots
are mobile.
All these considerations make the design of effective routing protocols difficult. Gossip
algorithms are randomized methods designed to transmit a message from a source to a
destination without any explicit route discovery mechanisms. If two nodes are within
communication range, we say that they are neighbors. When a robot wants to send a message
to a destination node, it randomly chooses one of its neighbors and transmits the message
together with a header that contains the identifier of the destination and itself, and a time
value indicating the validity period of the message. In another variant of the protocol, the
message is simply broadcast to all neighbors, but depending on the application, this may incur
high communication load in the network. Gossip protocols do not require route discoveries and
maintenance, and are thus suited for highly dynamic mobile robotic networks. These protocols
are also very simple to implement, and require minimal additional computation and memory
resources. To overcome high message latency in Gossip protocol, a hybrid gossip algorithm can
be used in which routes to frequently accessed nodescan be maintained.
III. ROS: [5], [16], [17], [18], [19], [20]
Since applications for Cloud Robotics have to be developed in a platform, majority of the cloud
application developers choose ROS. Robot Operating System (ROS) is an open source
middleware. There is an abstraction layer that resides between the operating system and the
software application which is designed to manage the heterogeneity of the hardware, improve
software application quality, simplify software design, and reduce development costs. This is
known as a robotic middleware. ROS is one such middleware.
ROS is not an operating system but a meta-operating system for robot software which consists
of a number of small tools to allow sharing of data between independent programs. ROS is an
open source robot operating system that provides: hardware abstraction, low-level device
control, message passing and package management.
ROS offers a graph-like pattern for networked robotics. It provides package tools and operating
system-like tools. ROS allows independent, individual programs, referred to as nodes, to share
data between themselves. ROS is based on nodes, messages, topics, and services. In ROS,
Nodes are the software modules or processes in the control code. Nodes communicate with
each other through ‘publish/subscribe’ message passing model. A special type of message,
called service, consists of a pair of messages, one for request and the other for reply. Nodes can
publish and subscribe to a single or multiple topics.
ROS can be used to create robots that can be used for our daily purposes and Cloud Robotics
would help us augment the information contained in these robots. So, basically, we use ROS to
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develop robotic applications and CR to maintain them. The Personal Robot (PR2) is a portable
manipulation platform built by Willow Garage. The entire (PR2) software structure is written
with the help of ROS.
ROS is much easy to use and flexible as per the needs of the user. Since it is an open-source
platform for robot software development, it is easy to maintain. The primary goal of ROS is to
support code reuse in robotics research and development. Focusing on the primary goal of ROS,
we can use it in cloud robotics so that code created for one robot can be easily reused in others
too.
IV. CHALLENGES: [2], [6], [8], [21]
This section focuses on challenges in cloud robotics. Establishing a balance between real time
demands and processing performance is a core issue of resource allocation. Cloud storage
means the remote storage of data. Importance of data also imposes further requirements on
cloud security. Also, interaction between cloud and robot needs data to be exchanged in a
certain format. Technical challenges need to deal with network latency.
1. Allocating resources for computation
Given a computational task; the choices for resource allocation are- uploading task to cloud,
self-processing or distributing task among group of networked robots. The choice selected has
significant impact on overall performance.
As with inter-machine communications, the amount of computations on the cloud makes the
emergence of delays. These delays includes pre-processing time for sending and receiving data,
time consumed for sending and receiving data, time consumed in cloud for processing and
lastly network delay. Although wireless technology has made significant progress, once
connection problems between the robots and cloud services appear, serious delays are almost
inevitable. Therefore, when designing a new algorithm, we need to design a load distribution
algorithm with an ``any time'' characteristic. Once it is apparent that a task that cannot be
properly uploaded to the cloud, a mechanism for dynamic allocation of computing tasks should
be activated, thereby reducing the delay time.
2. Security
The connectivity inherent in the Cloud raises a privacy and security challenge. Data generated
by Cloud-connected robots and sensors may include images or video or data from private
homes or corporate trade secrets. Commercial science and technology solutions have suffered
from serious data leakage incidents, especially during the upload of photos and video to the
cloud. Current solutions proposed include a combination of multi-identity and personal identity
authentication methods with layered encryption. Additionally, data security is at the core of
cloud security, which is composed of isolation protection of static and dynamic data storage.
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Cloud Robotics also introduces the potential of robots and systems to be attacked remotely: a
hacker could take over a robot and use it to disrupt functionality or cause damage. These
concerns raise new regulatory, accountability and legal issues related to safety, control, and
transparency. The “We Robot” conference is an annual forum for ethics and policy research.
Another issue is trust and security in cloud robotics. We need the cloud environment to be
trust-worthy. A malicious cloud can subtly sabotage an important task without the robot being
aware of the damage. In military applications, the robot has to identify a trust-worthy cloud
infrastructure to connect and to avoid malicious infrastructures (e.g., battlefield
communication vehicles from an enemy).
3. Technical Challenges
On the technical front, new algorithms and methods are needed to cope with time-varying
network latency and Quality-of-Service. Algorithms must be designed to degrade gracefully
when the Cloud resources are very slow, noisy, or unavailable. When the Cloud is used for
parallel-processing, the algorithms should also take into account that some remote processors
may fail or experience long delays in returning results.
New algorithms are also needed that scale to the size of Big Data, which often contain dirty
data. Big data maintains large datasets which are often mixed with unexpected data called dirty
data. This requires new approaches to clean or sample effectively.
4. Data interaction between robot and cloud
Devices and sensors from different manufacturers may output data with different structures.
Cloud devices can only handle and store data of specific structures. This means that the input
interfaces need to transform the corresponding data structures into a unified format. At the
output part, when the processing of uploaded data is complete, the ready-to-output data must
also be transformed to specific formats. Output data formats need to be chosen according to
the compatibility of the underlying devices and the real-time requirements of the entire data
exchange.
V. LIMITATIONS: [1], [6], [8], [9]
Though robots can benefit from various advantages of cloud computing, cloud is not the
solution to all of robotics.
 Controlling a robot’s motion which relies heavily on sensors and feedback of controller
won’t benefit much from the cloud.
 Cloud-based applications can get slow or unavailable due to high-latency responses or
network hitch. If a robot relies too much on the cloud, a fault in the network could leave it
brainless.
 Tasks that involve real-time execution require on-board processing.
 Offloading large data to cloud is taking time, just as onboard computation.
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VII. APPLICATIONS: [2], [3], [22], [23]
Cloud robotics has a lot of applications in data-intensive or computation intensive tasks in the
areas of intelligent transportation, environment monitoring, health care, smart home,
entertainment, education and defense. In this section, we focus on three robotic applications
that gain potential benefit from cloud.
1. SLAM
SLAM (Simultaneous Localization and Mapping) refers to a technique for a robot to build a map
of the environment without a priori knowledge, and to simultaneously localize itself in the
unknown environment. SLAM is a data intensive and computation intensive. The steps such as
map fusion and filtering for state estimation can be processed in a parallel fashion. Thus, these
tasks can be offloaded to the cloud.
Further advancement is a cloud framework named as Cloud framework for Cooperative
Tracking and Mapping (C2TAM). C2TAM is a visual SLAM system based a distributed framework
where the CPU-intensive map optimization and storage is allocated as a service in the Cloud,
while a light camera runs on robots for tracking. The robots need only internet connection for
tracking and cooperative relocating. C2TAM provides a database consisting maps can be built
and stored, stored maps can be reused by other robots. A robot can fuse its map online with a
map already in the database, and several robots can estimate individual maps and fuse them
together if an overlap is detected.
2. Grasping
Robotic grasping has been a research topic. If the object is precisely known, then various
methods can be applied to synthesize the grasp. If the object is unknown or not precisely
known, the problem is much more challenging, and involves the access and preprocessing of
vast amounts of data and can be computationally intensive. By offloading this task to the cloud,
grasping can be facilitated without requiring vast amounts of computing power, data, and
storage space on the robotic platform. In addition, model knowledge of new objects learned by
different robots can be shared in the cloud for future usage by other robots.
3. Navigation
Robotic navigation refers to a robot’s activity to determine its own position with respect to a
certain reference and then plan a path to reach a desired location. It can involve a combination
of tasks such as localization, path planning, and mapping. Basically, there are two types of
approaches: map-less approaches and map-based approaches. Map-less approaches rely on the
observations of the perception sensors for navigation. Due to the limited onboard resources,
these approaches usually suffer from reliability issues. Map-based robotic navigation is
relatively reliable if a precise map is available.
VIII. FUTURE SCOPE: [1], [5], [8]
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Cloud robotics is gaining popularity day by day. In the recent future we can expect wide range
of applications through CR. The areas where CR is expected to advance in near future are as
follows:
 Robots in the real-world need a lot of information, about because they are limited in
capacity to explore the environment. The recognition of various objects, sounds, images,
people can be done much more efficiently with the help of the cloud.
 Navigation of robots can efficient if Google Maps-like services are fast and reliable so that
the robots could exceed the limit of its on-board capacity. Cloud services can revolutionize
modeling and motion planning, by reducing costs and increasing the innovation component.
 The communication between robots is crucial component of a System of Robots. Agents
could share their sensory information, calculation results, news or their experience
(advancing to cognitive level), gained through their reasoning skills.
 We need to encourage people to generate open-source codes, share their plans, experience
and results.
 In autonomous robots, human operator may be necessary who coordinates the robot’s
behavior in case of error.
 A smart city is proposed with cloud robotic services, cloud computing, big data, and other
fields.
 Future Robots will have access to shared knowledge and new skills. A medium is provided
by the cloud for the robots to share information, learn new skills, and acquire additional
knowledge from each other. The cloud can host a database or library of skills or behaviors
that map to different task requirements and environmental complexities.
 Future Robots will have access to large amounts of data. The robots can acquire knowledge
to execute tasks through databases in the cloud. They do not have to deal with the creation
and maintenance of data that comes in and goes out of the cloud.
 Currently CR uses ROS wherein the software runs locally. In future, Robotics and
Automation as a service is proposed where the analysis and planning software runs in cloud.
IX. CONCLUSION:
Cloud Robotics is an evolutionary jump for robots, where communication between robot and
humans has become essential characteristic of the system. Though there are few limitations, CR
can be thought of the best possible solution for network robotic applications. Standalone
robots can benefit cloud technologies and networked robots can perform collaborative works.
Networked cloud-enabled robots can share computation resources, information and data with
each other and can access new knowledge and skills. Cloud Robotics would bring
standardization in the way robotics applications are developed today. The goal of Cloud
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Robotics is to meet diverse requirements of end user in the domain of robotics without
degrading the quality of service. Future works can focus on reliable connection, data offloading
methods and ubiquitous networking among robots and cloud services.
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